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Abstract—It is proposed to design concurrent error-detection (CED) circuits for discrete au-
tomation and computing devices using Boolean signal correction (BSC) with weighted sum
codes. Within this approach, a CED circuit corrects signals from all outputs of an object under
diagnosis and involves a particular subset of codewords of a preselected weighted sum code. An
algorithm is developed for selecting codewords used to design a CED circuit based on BSC; this
algorithm allows choosing the best variant to cover faults at the object’s outputs and ensures
the self-checking property of the circuit. The features of organizing CED circuits based on the
above method are shown.
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1. INTRODUCTION

Many units and nodes of automation and computing systems must be self-checking for the timely
detection of faults in their structures and mitigation of their manifestations [1]. This is especially
important in critical systems, where a fault (error) may cause an accident or even a catastrophe.

In the design of self-checking discrete devices, methods of information theory, coding, and
Boolean function theory are widely used [2–6]. Considering the properties of error-detecting and
error-correcting codes makes it possible to design devices with given reliability characteristics and
fault detection capabilities by manifestations in the form of signal distortions at specially selected
checkpoints or operating outputs [7, 8].

This paper is devoted to further developing the theory of self-checking discrete device design
through implementing external fault diagnosis means in the form of concurrent error-detection
(CED) circuits using the properties of binary redundant codes for error detection only (without
error correction). As such codes, we consider a wide class of weighted sum codes in the residue ring
of a given modulus [9]. According to the authors’ research, these codes can be effectively applied
in the design of CED circuits based on Boolean signal correction (BSC); the idea to use such signal
correction for building self-checking discrete devices was proposed in [10, 11]. With BSC, when
each set of argument values is supplied to the inputs of a CED circuit, the signals from an object
under diagnosis are converted into signals treated by the circuit as codewords of a preselected code.
(This approach is in contrast to the conventional one, where the object’s signals are supplemented
with check signals without any conversion [12, 13].) Due to the properties of weighted sum codes,
it is possible to design self-checking devices based on BSC and choose implementation options with
the best values of the structural redundancy and testability indicators of CED circuit gates.
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2. PROBLEM STATEMENT

Existing CED circuit design methods involve the error-detection properties of uniform block
codes and the diagnostic properties of Boolean functions. In CED circuit design, the general
error-detection properties of uniform block codes and Boolean functions are used. In fact, a CED
circuit “inherits” the detecting properties of the redundant code (or a particular class of Boolean
functions) selected at the design stage. It becomes impossible to consider in a CED circuit the
structural features of objects under diagnosis (the configurations of gates and their connections
with each other, as well as with inputs and outputs of the device, which affects the multiplicity
and types of allowed errors at their outputs caused by internal structure faults). Therefore, two
approaches emerge for further development of CED circuit design methods. The first is to construct
a new redundant code by taking the object’s structure and a given fault model into account. Such
a problem was solved in [14]. The second approach is to use a particular subset of the set of
codewords of some uniform block code in order to orient the selected codewords to cover faults at
the object’s outputs with certain properties. Research shows that this is possible using BSC. Let
us formulate the following problem.

Consider a given combinational object under diagnosis F (X), which computes the val-
ues of Boolean functions f1(X), f2(X), . . . , fn(X) when supplying the sets of argument values
< xtxt−1 . . . x2x1 > = < X > at its inputs. It is required to build a self-checking discrete device
based on BSC and a wide class of weighted sum codes with a particular subset of the set of its code-
words. (This class covers codes well known in the theory of self-checking discrete device design.)
In addition, it is necessary to develop a method for extracting a particular subset of codewords of a
weighted sum code whose codewords have desired diagnostic properties (e.g., capabilities to detect
faults with given multiplicities or to implement Boolean functions from special classes in a CED
circuit), a method for modifying the encoder of this code to work with a particular subset of its
codewords, and a CED circuit design algorithm based on BSC and a particular subset of codewords
of this code.

Note that in a special case, the object under diagnosis can be a subcircuit of the device F (X)
whose outputs have certain properties of error propagation under internal structure faults, being
controllable for the chosen CED circuit organization using a particular subset of codewords of a
weighted sum code.

3. THE ORGANIZATION STRUCTURE OF A CED CIRCUIT

In a CED circuit based on BSC, the signals coming from an object under diagnosis F (X) are
converted by a signal correction block (SCB) so as to obtain a codeword of a given code (Fig. 1).
For correction, two-input mod 2 adders (XORs) are used; they uniformly generate 0 and 1 when
all sets of argument values are supplied to the inputs and can correct any signal to 0 and 1. The
first inputs of the gates receive signals f1(X), . . . , fn(X) from the object F (X), and the second
inputs receive signals from the block G(X), which computes the values of correction functions
g1(X), . . . , gn(X), predetermined for each set < X > . The conversion is given by

hi(X) = fi(X)⊕ gi(X), i = 1, n. (1)

Initially, at the CED circuit design stage, the values of the functions g1(X), . . . , gn(X) are
not specified. The main task is to obtain their values on each set of argument values. For
organizing computation control, the type of functions computed at SCB outputs (the func-
tions h1(X), . . . , hn(X)) is important. According to (1), for known values of the functions
f1(X), . . . , fn(X), the values of the functions g1(X), . . . , gn(X) are uniquely determined by the
values of the functions h1(X), . . . , hn(X):

gi(X) = fi(X)⊕ hi(X), i = 1, n. (2)
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DESIGN OF SELF-CHECKING DISCRETE DEVICES 467

Fig. 1. The block diagram of a CED circuit based on BSC.

The methods for determining the values of the functions h1(X), . . . , hn(X) depend on the bi-
nary redundant code chosen for computation control. These methods are categorized as heuristic
(a complement on each set of argument values considered sequentially, under the existing con-
straints on this procedure due to the requirements for generating test combinations for SCB gates
and the checker [15]) and functional (an initially established relationship between the values of the
functions g1(X), . . . , gn(X) and f1(X), . . . , fn(X) before the CED circuit design stage [16]). Thus,
when supplying each set of argument values < xtxt−1 . . . x2x1 > to the device inputs, a codeword
belonging to the chosen code is formed at SCB outputs; this is checked in the CED circuit by the
totally self-checking checker (TSC ) [17]. As the “watch dog,” this checker has two outputs z0(X)
and z1(X). In the absence of errors at its inputs and internal faults, the checker generates the
two-rail signal < 01 > or < 10 > . Violation of the two-rail nature indicates the presence of errors
in computations and, indirectly, the presence of faults in the object under diagnosis or the CED
circuit itself.

The difference between the above approaches to CED circuit design lies precisely in the fact
that the conventional approach implies no correction but complements the signals generated at
the outputs of the block F (X) with check signals computed by an additional block in the CED
circuit. Therefore, the methods widely used in the conventional approach take into account special
properties of signal propagation to the device outputs under faults, e.g., the unidirectionality of
occurring errors [18–20] or unidirectionality and their asymmetry (inequality in the number of
corrupted 0s and 1s) [21, 22]. For the block diagram presented in Fig. 1, it is impossible to consider
the type of error occurring at the object’s output directly; therefore, computation control methods
based on isolating subsets of independent [23] and r -independent outputs (outputs at which errors
with multiplicities d < r are allowed [24]) can be effective here.

Within the conventional approach to CED circuit design for a selected error-detecting code,
there exists only one option to form the functions computed by control devices. (In other words, it
is impossible to build various CED circuits, except for different implementations of the additional
block for computing check functions and the checker.) In the case of BSC for a selected error-
detecting code, there are numerous variants to build a CED circuit, determined only by the resulting
codeword, i.e., the conversion of a particular codeword < fn(X)fn−1(X) . . . f2(X)f1(X) > = < F >

on each set of argument values < xtxt−1 . . . x2x1 > . Owing to the large number of variants to build
a CED circuit, the self-checking property can be ensured in practice by choosing an appropriate
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implementation. For example, BSC allows building self-checking devices in several cases where this
property cannot be achieved by conventional approaches with duplication and parity checking [11].

The following peculiar constraints are imposed on the design procedure with BSC:

(1) For a complete check of TSC, when supplying sets of argument values to the inputs, it is
necessary to form all codewords of a given code that belong to the set of combinations making
up the check test. (This is not always the complete set of codewords of the code under
consideration, which is determined by the method for building TSC [17].)

(2) For a complete check of the SCB, the inputs of each gate must receive check tests when
supplying sets of argument values to the inputs.

(3) The devices F (X) and G(X) must be checking (self-testing), which requires each fault to be
manifested as a distortion of their output values on at least one set of argument values [25].

The check test is determined according to the structures of the devices in a CED circuit. The
SCB involves XORs; for their canonical implementation, a complete check requires the use of all
four combinations {00, 01, 10, 11} [26]. In the noncanonical implementation case, a smaller number
of test combinations may be taken, i.e., one of the following sets of combinations: {00, 01, 11},
{00, 01, 10}, {00, 10, 11}, and {01, 10, 11} [27]. The set of test combinations necessary to check the
checker in a CED circuit depends on its implementation. For example, for separable codes and an
implementation in the form of an encoder and a comparator, it is required to generate the complete
set of check vectors when supplying given sets of argument values to the inputs.

Application of BSC in CED circuit design implies computation control of the functions imple-
mented at SCB outputs via a predetermined diagnostic attribute. For example, in the case of
BSC, the self-duality of the functions [28] or the belonging of the generated codewords to prese-
lected constant-weight codes [10, 11] can be controlled. Both of these diagnostic attributes were
combined in [29].

When designing a CED circuit based on BSC, it is unnecessary to correct all signals from an
object under diagnosis. In some cases, it suffices to convert only part of them. For example, in
the case of a 2-out-of-4 constant-weight code, the object’s outputs are divided into groups of four,
and only two signals in each group are converted in the SCB [30]. However, converting all object’s
signals gives the designer greater flexibility in building self-checking devices, including the ability to
choose the best implementation method. Let us demonstrate this below, using CED circuit design
based on BSC and weighted sum codes as an example.

4. WEIGHTED SUM CODE IN THE RESIDUE RING OF A GIVEN MODULUS

Weighted sum codes represent a large class of uniform block codes that can be effectively used in
the design of self-checking, controllable, and fault-tolerant automation and computing devices [8].
There are many variants to construct them under given redundancy constraints. The codewords of
weighted sum codes are obtained by the following algorithm.

Algorithm 1 (the rules for forming codewords of weighted sum codes).

(1) Choose and fix m as the number of data symbols of the code. Order and combine them into
the data vector < fm(X)fm−1(X) . . . f2(X)f1(X) >, where fi(X) ∈ {0, 1}, i = 1,m.

(2) Fix an array of weights [wm, wm−1, . . . , w2, w1] assigned to the bits of the data vector, where
wi ∈ N, i = 1,m.

(3) Specify a modulus M ∈ N, M > 2.
(4) For each data vector, determine the smallest nonnegative residue for the sum of the weights

of the significant bits:

WM = W (modM) =

(

m
∑

i=1

wifi(X)

)

(modM). (3)
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(5) Represent the resulting number in binary form and write it in k = ⌈log2M⌉ bits of the check
vector.

(6) Concatenate the check vector to the data vector and write it in the lower bits of the codewords.

Hereinafter, we will designate weighted sum codes by WS(m,k,M)-codes, separately indicating
the array of the weights [wm, wm−1, . . . , w2, w1] assigned to the bits of the data vector.1

An arbitrary modulus can be taken to construct a weighted sum code; meanwhile, special

properties are observed for the codes with moduli M ∈
{

21, 22, . . . , 2⌈log2(
∑m

i=1
wi+1)⌉

}

. For these

codes, when considering the complete set of data vectors, all possible check vectors with k bits are
generated at least once. (Their set has cardinality 2k.) Therefore, the self-checking property of the
checkers of such codes can be easily ensured.

Moreover, for definite values of the weights [wm, wm−1, . . . , w2, w1] and the moduli M ∈
{

21, 22, . . . , 2⌈log2(
∑m

i=1
wi+1)⌉

}

, it is possible to achieve an important property from the standpoint

of using WS(m,k,M)-codes in CED circuit design, i.e., the uniform distribution of the complete
set of data vectors (of cardinality 2m) among all check vectors with k bits from their complete set.
With this property, it is easier to ensure the self-checking property of the CED circuit.

In CED circuit design, WS(m,k,M)-codes with various parameters can be used. The choice
of code parameters is determined by the individual features of the object under diagnosis. If the
detecting characteristics of the code allow covering the complete set of errors at the object’s out-
puts, then a code with n = m+ k bits in codewords can be chosen. If complete error coverage is
unachievable, separate codes are used to control subsets of outputs. This method of computation
control in a CED circuit has other advantages over control of the complete set of outputs as well:
it is much easier to ensure the self-checking property of individual control devices, and the checkers
of the codes have simpler structures.

Below, we describe a CED circuit design method with BSC andWS(m,k,M)-codes that is based
on correcting all signals from the object under diagnosis but uses a particular subset of codewords
of the code instead of all codewords. This method makes it possible to fix the multiplicities of
detectable errors at the object’s outputs and adjust the structural redundancy and controllability
indicators of CED circuits.

5. EXTRACTING A PARTICULAR SUBSET OF CODEWORDS
OF A WEIGHTED SUM CODE FOR CED CIRCUIT DESIGN

To extract a particular subset of codewords of the WS(m,k,M)-code for CED circuit design,
recall that all 2k check vectors must be generated at least once. Otherwise, it will be impossible
to ensure a complete check of the checker of the WS(m,k,M)-code. In view of the aforesaid, we
propose the following algorithm for extracting a particular subset of codewords of theWS(m,k,M)-
code for CED circuit design.

Algorithm 2 (the generalized algorithm for selecting a particular subset of codewords of the
WS(m,k,M)-code).
(1) Fix the parameters of the WS(m,k,M)-code and the array of weights [wm, wm−1, . . . , w2, w1]

assigned to data vector bits.
(2) Generate the complete set of codewords of the WS(m,k,M)-code of cardinality 2m.

(3) Classify the codewords of the WS(m,k,M)-code into M subsets corresponding to the num-
bers WM .

1 More precisely, they can be called codes with summation of the weights of data vector bits in the residue ring of a
given modulus.
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(4) Form an M -partite graph (for codes with the uniform distribution of data vectors among
check vectors, a Turán graph T (2m,M)):

(a) Assign to the vertices of each part the codewords corresponding to the numbers WM (3).
Then each part of the graph will contain the codewords with the same check vector.

(b) Assign to the edges connecting the ith and jth vertices (vi and vj, respectively) the
weights dij equal to the Hamming distance between the corresponding codewords.

(5) On the graph T (2m,M), select the maximal cliques (their size will be M).
(6) Determine a criterion for selecting a clique among the maximal ones.
(7) Select the cliques satisfying this criterion among the maximal cliques.
(8) Take an arbitrary clique among the remaining maximal ones.
(9) The codewords corresponding to the vertices in the selected maximal clique form a particular

subset of codewords of the WS(m,k,M)-code for CED circuit design.

Let us demonstrate Algorithm 2 on an example of selecting a particular subset of codewords of
the WS(4, 2, 4)-code with the array of weights [w4, w3, w2, w1] = [1, 1, 2, 3]; it can be used to build
the “basic” CED circuit structure for groups of n = 6 outputs. For example, its analog with the
conversion of some signals from the object under diagnosis, responsible for forming the data bits
of the WS(4, 2, 4)-code, was considered in [31].

We generate all codewords of the WS(4, 2, 4)-code and classify them into groups corresponding
to the numbers W4 (Table 1). Next, we form a four-partite graph (in this case, a Turán graph
T (16, 4); see Fig. 2).

Table 1. Classification of codewords of the WS (4, 2, 4)-code

W4

0 1 2 3

g2g1

00 01 10 11

Codewords

0000 00 0011 01 1011 10 1010 11

0101 00 0100 01 0111 10 0110 11

1001 00 1000 01 0010 10 0001 11

1110 00 1101 01 1100 10 1111 11

In a Turán graph, all 2m vertices are split into M parts of equal size l = 2m

M
. Since M ∈

{

21, 22, . . . , 2⌈log2(
∑m

i=1
wi+1)⌉

}

, the graph is regular (2m is divisible by M ). Each vertex of the

graph T (2m,M) has degree

deg(v) = 2m −
2m

M
= 2m

(

1−
1

M

)

. (4)

In the case under consideration, the graph T (16, 4), each of the 16 vertices has degree

24
(

1− 1
4

)

= 12.

The number of edges in a graph T (2m,M) for WS(m,k,M)-codes is given by

Nver =
(M − 1)(2m)2

2M
=

M − 1

M
22m−1. (5)

For the WS(4, 2, 4)-code, we have 4−1
4 22·4−1 = 3

42
7 = 96.

AUTOMATION AND REMOTE CONTROL Vol. 87 No. 5 2026



DESIGN OF SELF-CHECKING DISCRETE DEVICES 471

Fig. 2. The Turán graph T (16, 4) for the WS(4, 2, 4)-code with the array of weights
[w4, w3, w2, w1] = [1, 1, 2, 3].

Next, it is necessary to extract all maximal cliques from the resulting graph T (2m,M). Their
size equals M, and the number of edges is given by

R =
M(M − 1)

2
. (6)

For example, in the maximal cliques of the Turán graph built for the WS(4, 2, 4)-code, there are
4(4−1)

2 = 6 edges.

Each maximal clique corresponds to a particular subset of codewords of the WS(m,k,M)-code
for CED circuit design. The number of maximal cliques in a graph T (2m,M) depends on the
number of vertices in each part (2

m

M
):

NC =
(2m

M

)M

. (7)

For the WS(4, 2, 4)-code, we have (2
4

4 )
4 = 28 = 256.

Among the set of maximal cliques, it is necessary to select those with definite properties (satis-
fying a desired criterion).

The choice of an appropriate maximal clique will be associated with fixing certain values of
the Hamming distance between the corresponding codewords. If the structure of the object under
diagnosis (i.e., the configurations of gates and their connections to the device outputs) is unknown,
then a reasonable criterion is the maximum total weight of the edges under the maximum shift of
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Fig. 3. Extracting a maximal clique in the Turán graph T (16, 4) for the WS(4, 2, 4)-code
with the array of weights [w4, w3, w2, w1] = [1, 1, 2, 3].

the absolute values of the edge weights upward:

DC =
∑

vi,vj

dij, dij → max, (8)

where C is an expression containing all vertices of the clique (for large cliques, simply the clique
number after ordering them), dij is the weight of the edge, and vi and vj are vertices belonging to
this clique.

The maximum shift of absolute edge weights upward will be achieved if each weight of an edge
in the maximal clique with total weight is as close as possible to

γ =
DC

R
=

2
∑

vi,vj
dij

M(M − 1)
. (9)

In the case of the WS(4, 2, 4)-code, formula (9) gives γ = DC

6 .

Note that the problem considered here (selecting a particular subset of codewords of the
WS(m,k,M)-code for CED circuit design) is similar to the problem of selecting controllable prob-
abilistic tests addressed, e.g., in [32, 33].

There are 256 maximal cliques in a graph T (2m,M). After an exhaustive search of all these,
we identified a unique maximal clique for which all edge weights equal 4, and the total weight of
the clique is 24. (Da1,b4,c4,d2 = 24 and γ = 24

6 = 4.) The clique includes vertices a1, b4, c4, and d2
(Fig. 3). The particular subset of codewords of the WS(4, 2, 4)-code corresponding to this clique
is {< 0000 00 >,< 1101 01 >,< 1011 10 >,< 0110 11 >}. They will be used below to design of a
CED circuit based on BSC with the WS(4, 2, 4)-code.
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There exist other maximal cliques with the value DC = 24. For example, the same number is
provided by extracting a maximal clique with vertices a1, b1, c1, and d4. However, for the codewords
corresponding to this clique, four pairs will have code distances equal to 3, and two pairs equal
to 6. The above criterion allows discarding all cases except those with the maximum shift of weights
upward.

When selecting a maximal clique on a Turán graph for codewords of the WS(m,k,M)-code, the
number of maximal cliques grows astronomically with m. Therefore, in practice, one can establish
either particular subsets of codewords of WS(m,k,M)-codes with various properties (one-time) or
a criterion for selecting a maximal clique corresponding to the desired conditions (not necessarily
the maximum possible Hamming distance between codewords). For example, such a condition is
to select a maximal clique with all edge weights dij > 3.

Some WS(m,k,M)-codes can be used in CED circuit design based on two diagnostic attributes,
i.e., the belonging of codewords to a preselected code and the self-duality of functions [34]. Not
all WS(m,k,M)-codes possess this property. The WS(4, 2, 4)-code with the array of weights
[w4, w3, w2, w1] = [1, 1, 2, 3] (see above) is a representative of the class of codes with check symbols
described by self-dual Boolean functions. Such codes have the following feature: on the complete
set of their codewords, it is possible to select 2m−1 pairs with words orthogonal over all bits. Di-
rect analysis of Table 1 shows that the WS(4, 2, 4)-code possesses this property. When building a
CED circuit based on BSC with computation control via two diagnostic attributes, this fact can
be utilized to establish a criterion for extracting a particular subset of codewords. For example,
consider the Turán graph for the WS(4, 2, 4)-code (Fig. 2) and select two different vertex pairs of
the Turán graph (ai1 , bi2)& (ci3 , di3) ∨ (ai1 , ci3)& (bi2 , di3) ∨ (ai1 , di4)& (bi2 , ci3), where i1, i2, i3, i4
denote the vertex numbers in the corresponding parts of the graph (1−A, 2−B, 3− C, 4 −D),
with the maximum edge weight νij = 6. Then, the selected codewords will allow computa-
tion control via two diagnostic attributes under definite conditions for generating codewords
< hn(X)hn−1(X) . . . h2(X)h1(X) >. (On orthogonal input combinations over all arguments, it is
necessary to fix codewords also orthogonal over all arguments.) An example of a maximal clique
satisfying this criterion is the clique with vertices a1, b1, c1, and d4. The corresponding codewords
are {< 0000 00 >,< 0011 01 >,< 1100 10 >,< 1111 11 >}.

6. BLOCK DESIGN FEATURES IN A CED CIRCUIT

In the CED circuit structure (Fig. 1), the SCB has a standard implementation of n XORs. The
block G(X) is essentially an encoder of the WS(m,k,M)-code, intended to compute the bits of its
codewords when supplying sets of argument values to the inputs; and TSC is a device for recognizing
the codewords of this code. In the presented implementation, one could use the standard structure
of a checker of any separable code in the form of a cascade connection of the encoder G(F ) and the
comparator kTRC1: the former generates a check vector from the values of the data vector, and
the latter compares the bits of the check vector obtained directly from SCB outputs and the check
vector generated by the encoder G(F ), converting k two-rail signals into one. The self-checking
comparator is implemented in two-rail logic from standard modules for compressing two-rail signals
(TRC, two-rail checkers) [35]; therefore, in this checker implementation, it is necessary to invert the
bits of the check vector generated at SCB outputs. One could immediately design the block G(X)
considering the need to obtain not the check vector for the WS(m,k,M)-code but the inverted
vector. This would be sufficient for the correct operation of the CED circuit. However, in this case, it
becomes impossible to take into account a particular subset of codewords of the WS(m,k,M)-code
instead of its complete set. For instance, any distortion converting a codeword of the WS(m,k,M)-
code into a codeword of the same code, even when using some particular subset of codewords of
this code at the CED circuit design stage, will not be detected by the checker: a two-rail signal will
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Fig. 4. Areas in the circuits of checkers of the WS(4, 2, 4)-code suitable for structural modifications.

be generated at its outputs. Therefore, to consider the error detection properties in the codewords
of a particular subset of codewords of the WS(m,k,M)-code, the checker must be modified to
“respond” only to the codewords preselected by the CED circuit designer.

Figure 4 shows the structures of checkers of the WS(m,k,M)-code and possible circuit nodes
suitable for modifying signals on the checker lines, i.e., the areas E1, E2, and E3. The checker can
be implemented as a codeword detector: when codewords from a particular subset are received at
its inputs, a two-rail signal is generated at the checker outputs; otherwise, a non-two-rail signal is
generated. This modification area is E1. The checker can be implemented as a two-stage structure
consisting of an encoder and a comparator. In this case, there are two possible modification areas:
modifying signals at the output of the encoders G(F ) and G(X) (the areas E2 and E3, respectively).

Let us demonstrate possible structural modifications of the checker of the WS(m,k,M)-code on
an example of the WS(4, 2, 4)-code with the array of weights [w4, w3, w2, w1] = [1, 1, 2, 3] and the
particular subset of codewords {< 0000 00 >,< 1101 01 >,< 1011 10 >,< 0110 11 >}.

Table 2 presents the options for fixing signals in the highlighted areas for modifying the control
devices in the CED circuit.

Consider the option of designing the checker as a detector; then it is implemented in the form
of a converter so that for each codeword belonging to the WS(4, 2, 4)-code, one of the two vectors
from column E1 is generated. Note that in the case of computation errors, the device F (X) or
the CED circuit blocks can generate a codeword not belonging to the WS(4, 2, 4)-code; hence, it
is required to generate the values < 00 > or < 11 > for all codewords not belonging to this code.
Accordingly, there exist 22

6

= 264 variants to specify the required values and build such a detector.

We have the following options for building a modified encoder of the WS(4, 2, 4)-code. When
implementing the encoder G(F ) or the encoder G(X), it is necessary to exclude the generation of a
correct check vector when a codeword not belonging to the WS(4, 2, 4)-code arrives at the inputs.
In the case under consideration, this can be done in three variants for each codeword unused.
For codewords not belonging to the WS(4, 2, 4)-code, no special complement is required: if such a
word appears, a mismatch between the data and check vectors will be recorded at SCB outputs.
There are 312 variants to specify the required values and build the block G(F ) and, accordingly,
the block G(X).
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Table 2. Options for fixing signals under control device modifications
in the CED circuit

Codewords of the code Signals in modification
areas

Data
vector

Check
vector

Belonging
to the particular

subset of
codewords

E1 E2, E3

0000 00 + 01 / 10 00

0001 11 – 00 / 11 00 / 01 / 10

0010 10 – 00 / 11 00 / 01 / 11

0011 01 – 00 / 11 00 / 10 / 11

0100 01 – 00 / 11 00 / 10 / 11

0101 00 – 00 / 11 01 / 10 / 11

0110 11 + 01 / 10 11

0111 10 – 00 / 11 00 / 01 / 11

1000 01 – 00 / 11 00 / 10 / 11

1001 00 – 00 / 11 01 / 10 / 11

1010 11 – 00 / 11 00 / 01 / 10

1011 10 + 01 / 10 10

1100 10 – 00 / 11 00 / 01 / 11

1101 01 + 01 / 10 01

1110 00 – 00 / 11 01 / 10 / 11

1111 11 – 00 / 11 00 / 01 / 10

The trivial issue of the structural design of modified encoders, checkers, and detectors of
WS(m,k,M)-codes (in particular, the WS(4, 2, 4)-code) goes beyond the scope of this paper.

7. PRINCIPLES FOR SPECIFYING VALUES AT SCB OUTPUTS

There are numerous variants to form codewords at SCB outputs. Even for a preselected par-
ticular subset of codewords, a large number of variants can be used to specify the values of the
functions h1(X), . . . , hn(X) and, accordingly, g1(X), . . . , gn(X).

Generally, it is required to fix appropriate values of the functions h1(X), . . . , hn(X) on each
of the 2t sets of argument values in order to form codewords from a preselected particular subset
of codewords of the WS(m,k,M)-code. In doing so, the above conditions for ensuring the self-
checking property of the CED circuit blocks should be considered. Clearly, each check vector of
the WS(m,k,M)-code can be generated at least once under the condition t > M ; otherwise, this
is impossible. If the condition holds, the BSC functions can be obtained by sequentially selecting
codewords from the particular subset of codewords of the WS(m,k,M)-code for each row of the
truth table that describes the object under diagnosis and the outputs of the CED circuit blocks. The
particular subset of codewords has cardinality M , and on each of the 2t rows, there are M options
for obtaining codewords. However, the upper bound is M2t (while neglecting the generation of each
unique codeword once). With the latter factor taken into account, on M rows we have to generate
at least each codeword from the selected particular subset of codewords of the WS(m,k,M)-code,
and on the remaining 2t −M rows proceed arbitrarily. In total, there areM2t−M variants to specify
the values of the functions h1(X), . . . , hn(X) (accordingly, the same number of variants to design
the CED circuit with a fixed particular subset of codewords). For example, for the WS(4, 2, 4)-code
with t = 4, we have 42

4−4 = 412 = 16777 216 options for CED circuit design. Among these options,
some may be less efficient, e.g., those not ensuring the self-checking property of the CED circuit
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blocks or leading to high structural redundancy of the device (as compared to the redundancy of a
self-checking implementation of the device by duplication or another method).

From the standpoint of ensuring the testability of CED circuit gates during the operation
of a self-checking device, a method of interest is to specify appropriate values of the functions
h1(X), . . . , hn(X) so that the probabilities of generating each test combination for the checker are
close (if not equal). This can be achieved by uniformly distributing the codewords from a particu-
lar subset of codewords of the WS(m,k,M)-code among all 2t input combinations. However, the
uniform distribution of codewords does not guarantee the possibility of generating tests for SCB
gates, but one can always return to the step of determining the values of the BSC functions and
change their fixation method.

Algorithm 3 (the rules for designing CED circuits based on BSC with a fixed particular subset
of codewords of the WS(m,k,M)-code).

(1) Order the codewords from a fixed particular subset of codewords of the WS(m,k,M)-code
and number them by q ∈ {1, . . . , 2M}.

(2) Form a truth table with 2t rows to describe the logic of the object under diagnosis (as noted
above, the method works correctly if t > M.)

(3) Determine the so-called repetition coefficient of codewords:

δ =
2t

M
. (10)

(4) On the rows of the truth table with decimal numbers (they are assigned decimals 0, . . . , 2t−1,

corresponding to the binary numbers written in the set of argument values) from the range
(q − 1)δ . . . qδ − 1, fix the signals at SCB outputs so that the codeword with number q is
generated.

(5) Obtain the values of the BSC functions using (2).
(6) Verify the condition for generating tests for all SCB gates. If a complete test cannot be

generated, change the method for fixing the signals.
(7) Design the block G(X).
(8) Select a method for modifying the control part of the CED circuit and modify one of the

devices in the circuit.

Let us emphasize several important aspects in the operation of Algorithm 3. First, it is unnec-
essary to control the formation of the complete set of test combinations for the checker: all check
vectors will be generated automatically. Second, a complete test for each SCB gate will not be
formed in some cases (see Step 6 of Algorithm 3). If this happens, the variant for determining
the values should be changed. One could initially focus on the row-by-row analysis of the tables
describing the operation of devices, considering the generation of test combinations for gates, as
done in [36]; in this case, however, the algorithm will run longer. (This is the main vulnerability
of the algorithm.)

We demonstrate the operation of Algorithm 3 to obtain a description of a CED circuit on each
line using the WS(4, 2, 4)-code with the array of weights [w4, w3, w2, w1] = [1, 1, 2, 3] and a partic-
ular subset of its codewords {< 0000 00 >,< 1101 01 >,< 1011 10 >,< 0110 11 >} for control of
the device specified by Table 3.

In the CED circuit (see Fig. 1), the SCB has a standard implementation. It is required to design
G(X) and TSC.

Following the steps of Algorithm 3, we obtain the values of the functions describing the device
G(X). After ordering, the codewords are assigned the numbers: 1—< 0000 00 >, 2—< 1101 01 >,

3—< 1011 10 >, and 4—< 0110 11 > . By formula (10), the repetition coefficient of codewords

from the particular subset is δ = 24

4 = 4. Next, on rows with numbers 0, . . . , 3, we specify the
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signals at SCB outputs so that codeword 1 is formed; on rows with numbers 4, . . . , 7, codeword 2;
on rows with numbers 8, . . . , 11, codeword 3; finally, on rows with numbers 12, . . . , 15, codeword 4.
Using (2), we determine the values of the BSC functions; see the results in Table 3, where the last
six columns present the combinations generated at the inputs of the gates. Direct analysis of these
columns indicates that a test combination is formed for each gate.

Next, we select a method for modifying the control part of the CED circuit and design the self-
checking device. Here, the issues of structural design and efficiency indicators of the resulting CED
circuit are omitted: the presentation is intended to show only the fairly simple and understandable
principles of implementing a self-checking device.

According to experimental studies on a variety of examples, in a large number of cases, Algo-
rithm 3 yields less redundant self-checking combinational discrete devices compared to duplication.
The effect is higher for more complex initial functions computed by the block F (X). When design-
ing self-checking finite state machines (FSMs) with CED circuits for logic and output converters,
this effect only increases since duplication of all Boolean blocks of FSMs is not required.

8. CONCLUSIONS

This paper has described the features of the authors’ method for designing self-checking devices
based on BSC in a CED circuit with a particular subset of codewords of the WS(m,k,M)-code
and conversion of all signals from an object under diagnosis.

The advantages of this CED circuit design method are obvious. First, by choosing a particular
subset of codewords of the WS(m,k,M)-code, it is possible to consider the characteristics of errors
occurring at the object’s outputs. Second, there are numerous variants to specify the values of the
functions formed at SCB outputs, which provides “flexibility” and the ability to choose the CED
circuit structure during its design. Third, it is easy to modify the control part of the CED circuit
so that it detects any errors except those distorting codewords from the selected particular subset
of codewords of the WS(m,k,M)-code into each other. In fact, this method is closely related to
those involving inseparable codes in CED circuit design with BSC [10, 11, 15, 16, 30], and the above
methods for modifying the control circuits are based on modifying the WS(m,k,M)-code.

Note the following drawbacks of the CED circuit design method. The most serious one, in the
authors’ opinion, is the necessity to ensure the self-checking property of SCB gates and the checker
of the WS(m,k,M)-code. This cannot be done for all devices. For example, all SCB gates are
checked only if each of the functions computed by the object under diagnosis takes value 1 (or 0)
on at least two sets of argument values [31]. With a small number of the object’s inputs, this is
not always feasible. The second drawback is that, to ensure a complete check, a definite subset of
argument values has to be supplied during the operation of the self-checking device. This cannot
be done, e.g., in critical systems where input actions change infrequently [37], and a combination
of test and functional diagnosis methods is then required [38]. Concerning the third drawback, the
method itself requires the selection of a particular subset of codewords of the WS(m,k,M)-code,
which (albeit being performed once) is difficult for large values of the code parameters m,k,M. In
addition, there are numerous variants to specify the values of the functions at SCB outputs on each
set of argument values; despite the possibility to choose a single variant for fixing their values, in
many practical cases, an optimal one cannot be chosen due to the complexity (or even infeasibility)
of an exhaustive enumeration of all variants.

From the authors’ point of view, the above method for designing self-checking devices is of
interest for implementation on modern programmable logic devices.
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