
ISSN 0005-1179 (print), ISSN 1608-3032 (online), Automation and Remote Control, 2023, Vol. 84, No. 4, pp. 474–485.
Trapeznikov Institute of Control Sciences, Russian Academy of Sciences, 2023.
Russian Text c© The Author(s), 2023, published in Avtomatika i Telemekhanika, 2023, No. 4, pp. 115–130.

CONTROL IN TECHNICAL SYSTEMS

Identification of Critical States of Technological Processes

based on Predictive Analytics Methods

S. M. Kovalev∗,∗∗,a, A. V. Sukhanov∗,∗∗,b, I. A. Olgeyzer∗,∗∗,c, and K. I. Kornienko∗,∗∗∗,d

∗Rostov Branch of JSC “Scientific Research and Design Institute of Informatization,
Automation and Communication in Railway Transport,” Rostov, Russia

∗∗Rostov State Transport University, Rostov, Russia
∗∗∗Emperor Alexander I St. Petersburg State Transport University, St. Petersburg, Russia
e-mail: aksm@rfniias.ru, ba.suhanov@rfniias.ru, ciohan@rfniias.ru, dk.kornienko@vniias.ru

Received April 27, 2022

Revised August 8, 2022

Accepted November 30, 2022

Abstract—The paper proposes a predictive approach to assessing special classes of dangerous
states in the development of technological processes in order to make proactive decisions. The
developed approach is based on a hybrid model based on the combination of an evidence-based
classifier, fuzzy logic, and a Dempster–Shafer probabilistic scheme for evidence combination.
The article presents a formal description of the predictor of critical states of the technological
process. The resulting approach is universal and applicable in the automation of any com-
plex technical systems. As an example, this article considers the application of the developed
approach to solve the problem for assessing the safety of the technological process of shunt-
ing trains on a hump yard. The presented example shows the high efficiency and practical
usefulness of the developed approach.
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1. INTRODUCTION

Assessment of the state of complex technical systems (CTS) has not lost its relevance for many
years [1, 2]. The increase in the degree of complexity of CTS requires the development of known and
the development of new methods for ensuring the reliability of CTS [3]. Since complex systems are
characterized by nonlinearity, a large number of elements, stochasticity, weak structured formaliza-
tion, etc. [4], their work cannot be modeled with rigid algorithms that are widely used to identify
patterns in the implementations of a random process that accompanies the analyzed system, ac-
cessible to observation, in order to monitor and control [1]. The most difficult task is to predict
target (of interest in a particular area) situations, rather than changes in controlled parameters.
The target can be situations of achieving some effect, profit, or the reverse of them—dangerous
(abnormal, critical) situations.

This article considers the problem of assessing the occurrence of target critical situations, in-
cluding CTS failures and crashes. The solution of this problem is a top priority when fulfilling the
safety requirements that are increasing every year for the automation of CTS [5]. Timely detec-
tion of critical situations creates the possibility of maintaining the working state of the CTS and
eliminating the causes of their occurrence.

To solve this problem, a new approach is proposed to identify critical states of technological
processes (TP) that accompany the behavior of CTS. The approach is based on a hybrid model
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that combines a probabilistic model of an evidence-based classifier and a logical-linguistic model in
the form of fuzzy production rules.

In the following chapters, a formal statement of the problem of identifying critical states of
technological processes is described, a description of the developed approach is presented, and a
specific example of the application of the proposed solutions to ensure the safety of the movement
of cars at a hump yard is considered.

2. PROBLEM FORMULATION

The main task of the predictive analytics of the TP is to obtain knowledge about the states of the
TP and its behavior in the form of descriptions consistent with the knowledge of specialist experts.
In this article, we will focus on the development of a new class of predictive models designed for
the analysis of TP. These models can be used to predict critical states or emergency technological
situations that arise in the process of TP development.

An emergency technological situation (ETS) is considered as a technological situation (TS)
associated with the appearance of failures or significant deviations in the development of TP.
The ETS requires corrective decisions to be made to normalize the technological process. The
developed predictive approach to the TP analysis is based on the idea of detecting special types
of ETS precursor events in a controlled process, represented by the corresponding descriptions
in the TP model.

The multivariate time series (MTS) act as a TP model:

S = (x1,x2, . . . ,xT )

TP model characterizes the change in the key parameters of the TP, represented by a set of
vector-numerical values xt ∈R

L (t = 1, . . . , T ) at time line [1, T ]. Time line {xit ∈ R|t = 1, . . . , T}
for ith parameter in MTS forms the ith dimension or the component i of the MTS.

ETS precursor events form a special class of predictor events in the development of TP.

At a meaningful, informal level, the task is to develop an approach to detecting predictor pattern
events in a time series of numerical data describing the behavior of a technological process. These
event-patterns are precursors of emergency technological situations in a controlled process.

Let us clarify the conditions of the problem. First of all, we note that there are a fairly large num-
ber of empirically confirmed facts of the existence of predictor events in the areas of environmental
monitoring, adaptive control, diagnosing the states of technological and production processes, etc.
[1, 6–8]. We analyzed the features of the behavior of the MTS on the eve of the ETS. The de-
scription of predictor events and their connection with the ETS is of a weakly formalized nature
and can be presented by experts in the form of linguistic descriptions [7]. Particularly, on the eve
of bifurcations in nonlinear dynamical systems, the emergence of a special nature of parametric
oscillations of the evolving model is observed. This is a key sign of the transition of the model to a
new one, including the critical state, which includes the ETS [8]. In the field of rail transportation,
specialists also revealed the existence of a causal relationship between ETS and predictor events.
Experts in the form of fuzzy-linguistic descriptions can also present predictor events [7]. Another
feature of the identification of predictor events is the need to use evolving adaptive models to gen-
erate a modeling MTS. Adaptation of the model in the course of TP development makes it possible
to reveal the features of its behavior in the run-up to the ETS.

Thus, it is possible to formulate a number of restrictions imposed on the developed predictor
model. Firstly, the fuzzy description of predictor events and the fuzzy-defined nature of their con-
nection with the ETS necessitates the use of a class of fuzzy-logical models. This class of models is
able to operate with fuzzy and linguistic descriptions when processing the MTS. Secondly, the fuzzy
model must be adaptable to the input data in order to generate the dynamics of the simulated TP
and identify predictor patterns. Thirdly, the predictor model must include a stochastic component
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to obtain probabilistic estimates for the detection of predictor events. Based on the foregoing, the
problem to be solved is reduced to:

Development of a hybrid logical-linguistic model, including a fuzzy-logical and probabilistic com-
ponent. This model must be capable identify predictor events in S with a known degree of probability
for a given class of TP, presented in the form of MTS S, and class ETS, presented in the form of
linguistic descriptions or target values of features xt ∈R

L.

In the above formulation, a number of points need further clarification, which are given in the
subsequent sections.

3. GENERAL APPROACH TO PREDICTIVE PROCESS ANALYSIS

The developed predictive approach to the TP analysis is based on the idea of detecting special
types of predictor events in a controlled process. These events precede the appearance of the ETS
and should be represented by appropriate descriptions in the TP model. A MTS is used as a TP
model, characterizing the change in key TP parameters over time.

We proceeded from the basic assumption that there is a direct relationship between the proba-
bilities of the occurrence of ETS and estimates of the complexity of technological situations that
cause these states, when developing a predictive model. This assumption is based on the opinion
of technology experts that in a more complex situation it is more difficult to choose an effective
solution. Therefore, the probability of making inefficient or even erroneous decisions increases.
These decisions subsequently lead to significant violations in the development of the technological
process and ETS.

The dependence of the critical states of the TP on the complexity of the TS allows us to approach
the assessment and prediction of the states of the controlled process through the estimation of the
complexity of the corresponding TS. To implement this approach, it is necessary to have a way to
assess the complexity of the TS based on the analysis of the features of their representation in the
MTS.

Since the concept of “complexity,” as one of the properties of the analyzed object, is weakly
formalized, for its presentation, we use a hybrid model that combines an evidence-based classifier
and systems of fuzzy rules. The evidentiary classifier is designed to obtain probabilistic estimates
of state hypotheses. Systems of fuzzy rules are designed to evaluate the parameters of probabilistic
equations in evidentiary classifiers based on the analysis of the linguistic values of features in the
description of the TS. Such a model can be called a classification logical-linguistic model (LLM).

The basis of the LLM is an evidence-based classifier [9], based on the combination of the log
regression model [10] and the general Dempster–Shafer evidence combination scheme [11].

4. MODEL OF AN EVIDENTIARY CLASSIFIER

The evidence-based classifier is based on a classification model based on logistic regression (log
model). The log model is designed to solve the problems of classifying I-dimensional feature vectors
x = (x1, . . . , xI) by K classes Q = {q1, . . . , qK} based on the analysis of linear regression equations
(log regression equations) wk = αkx+ βk associated with the classes qk ∈ Q and x variables. For
the case of two classes Q = {q1, q2}, there is a binary model of logistic regression. The probabilities
of class membership hypotheses based on the log model are determined in terms of affine functions
of x using the expression:

Pk (x) =
exp
(
αT
k x + βk

)
K∑
l=1

exp
(
αT
l + βl

) .
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The log-model classifier is an adaptive model whose parameters are determined based on training
using experimental data. For a given training set of examples {(xtqt)}nt=1 the parameters αk and βk
are estimated by maximizing the conditional log-likelihood criterion:

n∑
t=1

K∑
k=1

[
δkq(xi)

lnPk (xt) +
(
1− δkq(xt)

)
ln (1− Pk (xt))

]
, (1)

where q(xt)—membership class number for xt; δ
k
q(xt)

—Kronecker symbol.

The evidence-based classifier model is based on combining the classical log model discussed above
and the Dempster–Shafer evidence combination methodology (DS-rules/schemes). In this model,
it is assumed that numeric features xi ∈ x included in vector x act as independent evidence in favor
of one or another hypothesis of class membership qk ∈ Q. Therefore, in contrast to the classical
log model, in the evidentiary classifier, the linear regression equation wik = βikxi + β0k is formed
separately for each feature variable xi ∈ x and class qk ∈ Q, and characterizes the conditional
probability P (qk|xi) (the quotient probability) that the vector x belongs to the class qk for a given
value of the attribute xi. Partial probabilities are calculated for each variable xi and class qk as
follows:

P (qk|xi) =
1

1 + exp−(αkixi + βk)
. (2)

The probabilities calculated on the basis of (1) are interpreted in the demonstrative classifier as
probabilistic masses mk

i (xi) of the class membership hypotheses. These hypotheses are combined
based on the DS-rule RDS of combining evidence RDS :

⋃I
i=1m

i
k(xi) −→ m∪

k (x). As a result, the
final (unconditional) probabilistic masses mk∪(x) of hypotheses of class membership are obtained,
interpreted as probabilities of classes P (qk|x). The demonstrative classifier model is described in
detail in [10].

The disadvantage of the classical model of an evidentiary classifier is its limited application for
recognizing classes in the space of interdependent features and the inability to describe complex,
artsy areas in the feature space.

For example, in one of the car retarder control models, the relationship between the complexity
of the TS and the speed of the car is described by linear regression. The complexity of the TS
increases with an increase in the speed of the car. But the nature of this dependence is also
affected by the speed of the next car. At the same time, with an increase in the speed difference,
the complexity of the TS will increase. For example, when two cars move at the same speed, the
complexity of the TS will be the same. If the speed of only the first car decreases, the complexity
of the TS will increase, since there is a possibility that the first car will overtake the second, which
is a dangerous situation.

To remove these limitations, a hybrid model of a logical-linguistic classifier (LLM) is considered
below, which is free from these disadvantages.

5. CLASSIFICATION LOGICAL-LINGUISTIC MODEL

The main component of the hybrid LLM is a new type of fuzzy Takagi-Sugeno model (TS-model),
which includes production rules of the form:

Rj
ik : IF

(
x1 = μj1

)
AND . . . AND IF

(
xI = μjI

)
THEN wj

ik = αj
ikxi + βjik,

where j ∈ [1, J ] is the rule number; i ∈ [1, I] is the variable number; k ∈ [1,K] is the class number;
μji is the membership function (MF) of the fuzzy term for the ith variable in the jth rule; αj

ik

and βjik is the log regression equation parameters.
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The formalized representation of a fuzzy rule is the following expression:

Rj
ik :

I∧
i=1

μji (xi) ⇒ wj
ik = αj

ikxi + βjik. (3)

The degree of association of input vector x with a fuzzy rule is determined through T-norm [12],
which is usually represented by the following production operator:

τ j (x) = T I
p=1μ

j
pk (xp) = μj1k (x1)× · · · × μ

j
Ik (xI) . (4)

In the context of the problem being solved, the left and right parts of the TS-model fuzzy rules
have the following interpretation. Antecedents of fuzzy rulesAj =

∧I
i=1 μ

j
i are linguistic descriptions

of technological situations. The consequents of fuzzy rules are linear dependencies wj
ik, which have

the meaning of log-regression equations wj
ik, establishing a relationship between the probabilistic

estimates of class membership P (qk|xi) and the values of parameter xi ∈ x.

Thus, in the LLM knowledge base, each jth fuzzy rule is related to some jth scenario of a
technological situation and characterizes the relationship between its class membership (probability
of belonging to one or another class) and the change in the ith parameter of a given technological
situation. At the same time, the description of the technological situation is presented in the
antecedent of fuzzy rule Rj in the form of a conjunction of the MF of fuzzy terms. Fuzzy rule Rj

is activated by substituting specific values of parameters x∗p ∈ x∗ (p = 1, . . . , I), characterizing the

jth TS into antecedent Aj. As a result, degree of antecedent truth τ j (x) = T I
p=1μ

j
pk

(
x∗p
)
, is

calculated, which in the framework of LLM has the meaning of the degree of correspondence of
vector x∗ to the jth situation. The LLM knowledge base forms set {Rj} of fuzzy rules, so each
input vector x∗ activates not one, but simultaneously a group of fuzzy rules {R′

j} ⊆ {Rj} with the
same antecedents. By combining these rules, based on Takagi-Sugeno’s fuzzy inference, a single
log-regression dependence w∪

ik is formed, which generalizes the properties of all particular log-

regressions wj′
ik, which are antecedents of the fuzzy rules of group {R′

j}. Based on the generalized
log regression w∪

ik, for each specific value of the parameter x∗i ∈ x, the conditional probability of
class membership P (qk|x∗i ) is calculated for a given value of the parameter x∗i .

The fuzzy inference formula for the generalized log-regression dependence w∪
ik based on the

subset of fuzzy rules {R′
j} has the form:

w∪
ik =

|R′
j |∑
j
τ j (x)wj

ik

|R′
j |∑
j
τ j (x)

, (5)

where τ j (x) is the the degree of activation of fuzzy rule Rj ∈ {R′
j}, calculated on the basis of (4);

|R′
j | is the number of fuzzy rules in group {R′

j}; w
j
ik is the particular log regression in the consequent

of fuzzy rule Rj ∈
{
R′

j

}
.

Thus, the fundamental feature of the proposed version of the fuzzy Sugeno model is the inclusion
in it of two components that independently support the stochastic and fuzzy-logical concepts. Fuzzy
rules antecedents support the fuzzy-logical concept. These antecedents describe at the linguistic
level scenarios of technological situations presented by expert technologists. Fuzzy rules consequents
support the stochastic concept. The consequents represent log-regression dependencies, based on
which the probabilistic estimates of the class hypotheses are calculated.
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When the input of the model is the vector of parameters of the technological situation x =
(x1, . . . , xI), based on the fuzzy inference, a generalized log regression wj

ik is formed, which is a

kind of synergistic combination of technologically oriented particular log regressions wj
ik. Formulas

(3)–(5) are basic for calculating the conditional probabilities of class P (qk|xi). It is important
that the obtained probability estimates are independent, since they are “generated” by different
antecedents of fuzzy rules. This makes it possible to correctly apply the Dempster-Shafer scheme
to combine partial probabilities P (qk|xi) into single probability estimate P (qk|x) of the class mem-
bership hypothesis.

6. AN EXAMPLE OF DATA PRESENTATION BASED ON LLM

The simplest example of the model described above is the following LLM, designed to represent a
“broken” area of one of the two classes q1, q2 to be recognized using a single log regression equation
w = αx+ β on numerical axis X:

• IF x > 0 AND x is Big THEN w = αx+ β (Probability q1 increases with increasing X)

• IF x > 0 AND x is Small THEN w = −(αx+ β) (Probability q1decreases with increasing X)

• IF x < 0 AND |x| is Big THEN w = −(αx+ β) (Probability q1increases with modulus in-
creasing X)

• IF x < 0 AND |x| is Small THEN w = αx+ β (Probability q1 decreases with modulus in-
creasing X)

The formal representation of LLM is the following system of fuzzy rules:

(
sgn (x) + 1

2

)
&μBig (x) → w = ax+ b(

sgn (x) + 1

2

)
&μSm (x) → w = −(ax+ b)(−sgn (x) + 1

2

)
&μBigmod (x) → w = (ax+ b)(−sgn (x) + 1

2

)
&μSMmod (x) → w = −(ax+ b)

The formal representation for linguistic terms are determined through the parameters of the
log-regression equation w = ax+ b as follows

μBig (x) =
2

1 + exp(−w) − 1, x ∈ [0,+∞)

μSm (x) = 2− 2

1 + exp (−w) , x ∈ [0,+∞)

μBigmod (x) =
2

1 + exp(w)
− 1, x ∈ (−∞, 0]

μSmmod (x) = 2− 2

1 + exp(w)
, x ∈ (−∞, 0]

The presented below figures show the results of the classification of regions in one-dimensional
space X using LLM.
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Fig. 1. Diagrams of membership function and logistic regression in log-model.
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Fig. 2. Diagrams of intervals for class q1 (painted) predicated on LLM.

7. SIMULATION EXPERIMENT

The developed approach to the analysis of predictors of complex technological processes is uni-
versal. At the same time, to ensure the possibility of its operation on real data and implementation
in existing automation systems, an expert group of people with experience in the technological
process is needed [13, 14]. Because the authors of this article have been working in the field of
automation of railway transport management for more than 20 years and have the ability to create
such an expert group, the proposed approach is considered in relation to ensuring the safety of the
movement of cars on hump yards.

The goal of the strategy for the development of railways in the Russian Federation and other
countries is to increase the share of railway transport in the overall structure of freight turnover.
One way to solve this problem is to improve the planning and operation of marshalling stations
[15, 16]. The most important and complex node of the marshalling station is the hump yard, where
sorting of freight trains that have arrived at the station is carried out using the gravity rolling
method. In the process of sorting, the train is pushed onto the hill, uncoupling the necessary
groups of cars and rolling them down the hill under the action of gravity onto a given track by
switches (Fig. 3).

To ensure the safety of the movement of cars in hump yard, monitoring and adjustment of the
speed of groups of cars is necessary. It should be noted that the cutter movement speed adjustment
is possible only in special areas, called braking positions [5].
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Fig. 3. Work of hump yard.

A dangerous (or abnormal) situation is considered to be the merging (collision) of cars between
hills and sorting tracks. In this case, a collision can occur for various reasons:

—non-transfer of the switch (for example, the presence of more than one cut at the same time
leads to the prohibition of switching the switch, which in turn leads to a collision),

—excessive braking force in the car retarder (for example, due to a malfunction of the retarder),

—when exceeding the speed of pushing cars up the hill.

At the same time, experts agree that the degree of danger of collision between hills and sorting
tracks increases with the simultaneous presence of many single-car cuts with different weight cate-
gories [5, 17–19]. Therefore, the calculation of the hump parameters when designing new facilities
or when analyzing situations of traffic safety violations is carried out for the most difficult case,
when there are three or more single-car cuts with alternating running properties on the hump.
From the above reasons for the increase in the degree of danger, it also follows that the complexity
of the technological situation is affected by the distance between cuts, their speeds and a number
of other parameters.

To assess the class affiliation of the technological situation, the following features were used:
• Driving properties of the car. Integral parameter (from 0 to 1), depending on particular

characteristics of the cars (weight, length) and environmental parameters (wind, temperature,
humidity). The formation of the parameter was carried out on the basis of the algorithms
proposed in [20].

• Roll acceleration characteristic depending on the location of the car (m/s2);
• Uncoupling speed (m/s);
• Distance to the separation point of the routes of cars (m) (According to [21], the combination

of cars in curves is unacceptable, therefore, even if two cars go on the same track, cuts should
be combined only in the sorting track).

A database of 5000 technological situations was used to train LLM. The experts group divided
this database in two classes of complexity. The training data was collected from 20 sorting humps
equipped with an integrated automatic control system of the sorting process (KSAU SP) [22, 23].

To assess the accuracy of the developed model, a test sample was used, containing 100 techno-
logical situations transferred to JSC NIIAS from JSC Russian Railways for the purpose of expert
analysis. In all cases under consideration, manual intervention of the operator took place.

The result of manual intervention, shown on the screen of the electromechanical workstation, is
shown in Fig. 4.
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Fig. 4. The Example of manual interference.

The gray curve is the allowable car speed, the white curve is the current car speed. To the left
of the blue vertical line, control was carried out by an automatic system. After that, the operator
intervened in the process of movement, due to which the speed of the car dropped significantly.

An example of an emergency situation is shown in Fig. 5. In this example, cars 2, 3, 4, 5 and
6 were combined at the hill and were erroneously directed to the same route. An analysis of the
described emergency situation showed that when the wagons were disbanded, the locomotive driver
did not adhere to the recommended speed of pushing the wagons at the hill.

For each of 100 cases, state matrices were built:

X = {xt} . (6)

For each of i parametrs xit ∈ xt the probability of occurrence of a difficult situation was estimated
by formulas (2), (5), and for each state xt the probability of occurrence of a difficult situation was
estimated by DS-joins in the Zadeh basis:

P
(
q
∣∣xt
)
= min

i
P
(
q
∣∣xi) .

After that, the process of normalization of probabilistic indicators was carried out by bringing
them to the interval [0, 1]. The technological situation was considered dangerous if in the matrix
(6) there is element xt with value P (q|xt), exceeding 0.8.

As a result of the experiment, 21 complex TS were identified. In fact, among them, 19 situations
were classified as complex. In 11 cases the permissible speed (5 km/h) was exceeded. In 7 cases, the
failure of outdoor equipment was determined. In one case, over-braking of the car was revealed. The
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Fig. 5. The example of connection of several cars in hump yard.

remaining 2 cases are marked as falsely identified by the algorithm. Nevertheless, these situations
were marked as borderline by employees of the signaling service of Russian Railways.

During the expert analysis of situations identified by the LLM as “simple”, 3 surges and 1 case
of non-translation of the switch were detected, i.e., 4 false negative situations.

The accuracy assessment was carried out taking into account the calculation of the error matrix:

accuracy =
TP+TN

TP+ TN+ FP + FN
,

where TP, TN, FP, FN—true-positive, true-negative, false-positive, false-negative objects (situa-
tions).

In the case of LLM for the situations described above, TP = 19, TN = 96, FP = 2, FN = 4
accuracy = 0.95, which indicates a high level of efficiency of the proposed approach.

8. CONCLUSIONS

The article presents a new predictive approach to analyzing states and predicting the behavior of
complex technological processes based on predictive analytics technology. The proposed approach is
based on the idea of detecting predictor events in a controlled process that precede the appearance
of special classes of abnormal states of technological processes. The dependence of the predictor
states of the technological process on the complexity of the technological situations that cause
them has been established, which made it possible to approach the prediction of the states of the
controlled process by estimating the complexity of the corresponding technological situations.
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To implement the predictive approach, the authors proposed a hybrid logical-linguistic classi-
fier model based on the combination of logistic regression, a probabilistic scheme for combining
Dempster–Shafer evidence, and fuzzy Sugeno model. The inclusion of a fuzzy model in the hybrid
classifier to assess the nature of the ES increases the expressiveness of the hybrid classifier and sig-
nificantly expands its capabilities to identify and differentiate various classes of ES complexity. In
particular, the logical-linguistic classifier allows, based on the analysis of the nature of the current
technological situation, to identify various shades of the complexity of the ES by correcting the
parameters of the logistic regression.

The conducted experiments on real data showed the effectiveness of the developed predictive
model of the logical-linguistic classifier for assessing the states and predicting the behavior of
technological processes occurring on hump yard. The generality of the proposed predictive approach
and the universality of the developed classifier model make it possible to use them to solve a wide
range of problems that arise in transport and other industrial production.
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